Abstract: Communications via Microsoft PowerPoint (PPT for short) documents are commonplace, so it is crucial to take advantage of PPT documents for information security and digital forensics. In this paper, we propose a new method of text steganography, called MIMIC-PPT, which combines text mimicking technique with characteristics of PPT documents. Firstly, a dictionary and some sentence templates are automatically created by parsing the body text of a PPT document. Then, cryptographic information is converted into innocuous sentences by using the dictionary and the sentence templates. Finally, the sentences are written into the note pages of the PPT document. With MIMIC-PPT, there is no need for the communication parties to share the dictionary and sentence templates while the efficiency and security are greatly improved.
INTRODUCTION
Communications via digital texts have long been a commonplace for personal, business, or academic purposes in these days, and digital text has diverse forms, such as webpage, e-mail, various types of formatted text documents, including PDF, DOC, PPT, and so on. Thus, 1 it is convenient to transmit secret messages by using text documents as the mediums.
There are two main techniques to protect private communication of text documents. The first technique is cryptography, which encrypts a message to make it unintelligible to humans. Thus, those who do not possess the secret key cannot obtain the original message. Most researchers have made a great deal of effort on that. However, an encrypted communication always arouses suspicion (Petitcolas, et al., 1999) . The second technique is text steganography, which refers to the hiding of information within text documents (Murphy and Vogel, 2007) . Unlike cryptography, the goal of text steganography is to convey secret messages in text documents, by concealing the existence of a covert communication (Bergmair, 2007) . should survive attempts to remove hidden information through file reformatting, OCR or retyping (Topkara, et al., 2005 ) .
Publicly available methods of linguistic steganography can be grouped into two categories. The first group of methods, called text mimicking technique, is based on directly generating a new cover text for a given message. The second group of methods is based on linguistically modi-2 fying a given cover text in order to encode a message，while preserving the meaning as much as possible (Chiang, et al., 2004; Topkara, et al., 2006) . Due to the sensitivity of modifying a given cover text, however, the amount of hidden information is limited. Therefore, this paper falls in the former.
PPT is a presentation program developed by Microsoft for its Microsoft
Office system. A PPT document is composed of one or more sheets of slides.
Each sheet of slide in a PPT document may contain several text frames and a note page. All the text frames of a PPT document constitute the body text, while all the note pages are accessorial explanations, which are often ignored by careless readers and not visible to the audience when presenting. Therefore, the note pages provide a useful vehicle for hiding information in a PPT document. We can directly write encrypted information or whitespace characters into the note pages for the purpose of secret communication.
However, it is difficult that the contents of the note pages are interrelated with the contents of the body text and resist attacks by humans or machines. The primary text mimicking method is proposed by Peter Wayner (Wayner, 1992 (Wayner, ,1995 (Wayner, ,1997 (Wayner, ,1999 . In his basic mimicry algorithm, the method recodes a text so that its statistical properties of characters are more like that of another different natural language text. The text may fool attacks based upon statistical analysis, but it will not stand up to any analysis that understands the grammar structure. In order to improve the results, Peter Wayner proposes a method to generate texts using probabilistic context-free grammars and to hide information according to the choices it makes (Wayner, 2002) . These generated texts are grammatically correct.
Another development in text mimicking is Stego (Walker, 1994) , a mimicry method proposed by John Walke. By using a user-defined dictionary, Stego converts a binary file (secret message) into a text that resembles natural language. The text has structure, but does not comply with any grammar rule.
A later development in text mimicking is Texto (Maher,1995) , which in- 
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EXPERIMENTS AND RESULTS
MIMIC-PPT is applicable to any
language that has a morphological analyzer or part-of-speech tagger, e.g. English, Chinese, and Japanese. Different Tagger (Toutanova et al., 2003) to obtain a sequence of words with parts of speech.
Then, we pick up all the content words, and record the occurrences of each word.
And then we assign each word a Huffman code according to the occurrences to obtain a dictionary table. Due to the limit of space, Table 2 shows the occurrences and the resulting Huffman codes for the small table of adverbs. According to punctuations, we segment the body text sentence by sentence. Each sentence is to replace all the content words with the corresponding parts of speech to obtain a sentence template. Some selected sentence templates are shown in Table 3 , where <n>, <v>, <a>, and <d> represent parts of speech of a noun, a verb, an adjective, and an adverb respectively. We take the abstract of this paper as a secret message to be encrypted, and designate the length of message 16 L = . Table 4 shows some sentences generated by the English MICMIC-PPT system. Finally, these 12 sentences are evenly written into the note pages of the PPT document. To <v> what <v>, <v> <n> in a <a> <n>. 10 <v> two or <a> <n> to <v> a <a> <n>. To writing what be, is Pie in a faithful observe.
10
Illustrated two or coherent perspective to used a orderly details. 
